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CLAIMS 

1. A data backup and recovery system for use with at least one server 

interconnected with at least one storage device, said data backup and recovery system 
comprising: 

at least one data recovery device; 

at least one data recovery storage device associated with and controlled 
by said at least one data recovery device; and 

at least one data communication monitor for providing to said at least one 
data recovery device at least control information bearing an order stamp regarding data 
communications between corresponding ones of said at least one server and said at least 
one storage device, 

□ said at least one data recovery device being responsive to at least said 

> control information bearing an order stamp for storing data on said at least one data 

CI recovery stor^e device in a manner which enables reconstruction of a representation of 

ll said data communications at a given earlier time but does not require that the data be 

sent to said at least one data recovery device in a given order or stored on said at least 
P one data recovery storage device in a given order. 

yj 
o 

J 2. A data backup and recovery system according to claim 1 and wherein 

said data communication monitors are located other than only at said at least one storage 
device. 

3. A data backup and recovery system according to claim 1 and wherein 
said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device. 

4. A data backup and recovery system according to claim 2 and wherein 
said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device. 



EV011020876US 



5. A data backup and recovery system according to claim 1 and wherein 
said at least one data recovery device is operative to receive said at least control 
information and to store data on said at least one data recovery storage device in 
parallel. 

6. A data backup and recovery system according to claim 1 and wherein 
said data communications comprise data updates. 

7. A data backup and recovery system according to claim 1 and wherein 
said reconstruction of a representation of said data communications at a given earlier 
time guarantees that if the order stamp of a first update is smaller than the order stamp 
of a second update, the second update is not stored on said at least one data recovery 

O storage device unless the first update is stored on said at least one data recovery storage 

'% device. 

S 

g 8. A data backup and recovery system according to claim 1 and wherem 

^ said data communication monitors are associated with individual ones of said at least 

D one server. 

y 
p 

4S 9 A data backup and recovery system according to claim 1 and wherein 

rtJ said data communication monitors are associated with network elements of a storage 

area network. 

10. A data backup and recovery system according to claim 1 and wherein at 
least one of said control information and said data communications is communicated 
from said data commxmication monitors to said data recovery device via a network. 

11. A data backup and recovery system according to claim 10 and wherein 
said network is a private network. 

12. A data backup and recovery system according to claim 10 and wherein 
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said network is a public network. 



13. A data backup and recovery system according to claim 1 and wherein at 
least one of said control information and said data communications is communicated 
from said data communication monitors to said data recovery device via a storage area 
network. 

14. A data backup and recovery system according to claim 1 and wherein 
said data communication monitors provide at least part of said data communications to 
said at least one data recovery storage device other than via said at least one data 
recovery device. 

15. A data backup and recovery system according to claim I and also 
comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data 
communications between corresponding ones of said first plurality of servers and said 
plurality of storage devices via said storage area network. 

16. A data backup and recovery system according to claim 15 and wherein 
said data communication monitors also store at least part of said data commxmications 
to said at least one LOG storage device. 

17. A data backup and recovery system according to claim 16 and wherein 
said data conmiunications stored to said at least one LOG storage device comprises data 
updates sent by said first plurality of servers to said second plurality of storage devices. 

18. A data backup and recovery system according to claim 17 having said at 
least one storage device LOG such that if either said control information or said data 
communications or both are prematurely erased from said at least one data recovery 
device due to a failure or other event, said at least one data recovery device restores 
either said control information or said data communications or both from said at least 



one storage device LOG. 



19. A data backup and recovery system according to claim 18 and wherein 
said at least one data recovery device resumes its activities with said restored data from 
said at least one storage device LOG. 

20. A data backup and recovery system according to claim 17 and wherein 
said at least one data recovery device retrieves said at least part of said data 
communications from at least one stor^e device LOG for the purpose of storing said 
data to at least one data recovery storage device associated therewith in said time 
ordered manner. 

21. A data backup and recovery system according to claim 18 and wherein 
said at least part of said data communications is communicated Jfrom said data 
communication monitors to said at least one storage device LOG via a network. 

22. A data backup and recovery system according to claim 21 and wherein 
said network is a private network. 

23. A data backup and recovery system according to claim 21 and wherein 
said network is a public network. 

24. A data backup and recover}' system according to claim 1 8 and wherein at 
least part of said data communications is communicated from said data communication 
monitors to said at least one storage device LOG via said storage area network. 

25. A data backup and recovery system according to claim 17 wherein said at 
least one data recovery device retrieves both said control information ^d said at least 
part of said data communications from at least one storage device LOG for the purpose 
of storing said data to at least one data recovery storage device associated therewith in 
said time ordered manner. 



26. A data backup and recovery system according to claim 25 and wherein 
both said control information and said at least part of said data communications are 
communicated &om said data communication monitors to said at least one storage 
device LOG via a network. 

27. A data backup and recovery system according to claim 26 and wherein 
said network is a private network. 

28. A data backup and recovery system according to claim 26 and wherein 
said network is a public network. 

p 29. A data backup and recovery system according to claim 25 and wherem 

^ both said control information and said at least part of said data comnumications are 

Q communicated from said data communication monitors to said at least one storage 

^ device LOG via said storage area network. 

m 

P 30. A data backup and recovery system for use with at least one server 

S interconnected with at least one storage device, said data backup and recovery system 



P , . 

at least one data recovery device; 
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at least one data recovery storage device associated with and controlled 
by said at least one data recovery device; and 

data communication monitors for providing to said at least one data 
recovery device at least control information bearing an order stamp regarding data 
communications between corresponding ones of said at least one server and said at 
least one storage device, 

said at least one data recovery device being operative to receive said at 
least control information and to store data on said at least one data recovery storage 
device m parallel and not reqmring that the data be received by said at least one data 
recovery device in a given order. 
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31. A data backup and recovery system according to claim 30 and wherein 

said data communication monitors are located other than only at said at least one storage 
device. 



32. A data backup and recovery system according to claim 30 and wherein 

said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device. 



33. A data backup and recovery system according to claim 31 and wherein 

said data communication monitors also provide at least part of said data 

1^ communications to said at least one data recovery device. 

P 
P 

ifl 34. A data backup and recovery system according to claim 30 and wherein 

Q 

5 said at least one data recovery device is operative to receive said at least control 

® information and to store data on said at least one data recovery storage device in 

5 " parallel. 

O 

w 

p 35. A data backup and recovery system according to claim 30 and wherein 



said data communications comprise data updates. 

36. A data backup and recovery system according to claim 30 and wherein 

said reconstruction of a representation of said data communications at a given earlier 
time guarantees that if the order stamp of a first update is smaller than the order stamp 
of a second update, the second update is not stored on said at least one data recovery 
storage device unless the first update is stored on said at least one data recovery storage 
device. 



37. A data backup and recovery system according to claim 30 and wherein 

said data communication monitors are associated with individual ones of said at least 
one server. 
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38. A data backup aad recovery system according to claim 30 and wherein 

said data communication monitors are associated with network elements of a storage 
area network. 



39. A data backup and recovery system according to claim 30 and wherein at 
least one of said control information and said data communications is communicated 
from said data communication monitors to said data recovery device via a network. 

40. A data backup and recovery system according to claim 39 and wherein 
said network is a private network. 

M 
C5 

g 41. A data backup and recovery system according to claim 39 and wherein 

^ said network is a public network. 

g 
f 

^ 42. A data backup and recovery system according to claim 30 and wherein at 

*B 

? least one of said control information and said data communications is communicated 

P 

yj from said data communication monitors to said data recovery device via a storage area 

M network. 

43. A data backup and recovery system according to claim 30 wherein said 

data communication monitors provide at least part of said data communications to said 
at least one data recovery storage device other than via said at least one data recovery 
device. 



44. A data backup and recovery system according to claim 30 and also 

comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time ma"k regarding data 
communications between corresponding ones of said first plurality of servers and said 
plurality of storage devices via said storage area network. 



35 



45. A data backup and recovery system according to claim 44 and wherein 
said data communication monitors also store at least part of said data communications 
to said at least one LOG storage device. 

46. A data backup and recovery system according to claim 45 and wherein 
said data communications stored to said at least one LOG storage device comprises data 
updates sent by said first plurality of servers to said second plurality of storage devices. 

47. A data backup and recovery system according to claim 44 having said at 
least one storage device LOG such that if either said control information or said data 

communications or both are prematurely erased from said at least one data recovery 
device due to a failure or other event, said at least one data recovery device restores 
either said control information or said data communications or both from said at least 
one storage device LOG. 

48. A data backup and recovery system according to claim 47 wherein said at 
least one data recovery device resumes its activities with said restored data from said at 
least one storage device LOG. 

49. A data backup and recovery system according to claim 46 wherein said at 
least one data recovery device retrieves said at least part of said data communications 
from at least one storage device LOG for the purpose of storing said data to at least one 
data recovery storage device associated therewith in said time ordered manner. 

50. A data backup and recovery system according to claim 47 and wherein 
said at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via a network. 

51. A data backup and recovery system according to claim 50 and wherein 
said network is a private network. 



36 



52. A data backup and recovery system according to claim 50 and wherein 

said network is a public network. 



53. A data backup and recovery system according to claim 47 and wherein at 
least part of said data communications is communicated from said data communication 
monitors to said at least one storage device LOG via said storage area network. 

54. A data backup and recovery system according to claim 46 wherein said at 
least one data recovery device retrieves both said control information and said at least 
part of said data communications from at least one storage device LOG for the purpose 
of storing said data to at least one data recovery storage device associated therewith in 

M said time ordered manner. 

5 

55. A data backup and recovery system according to claim 54 and wherein 
j£ both said control information and said at least part of said data communications are 

communicated from said data communication monitors to said at least one storage 

' device LOG via a network. 

Q 

W 

^ 56. A data backup and recovery system according to claim 55 and wherein 

P said network is a private network. 

m 

57. A data backup and recovery system according to claim 55 and wherein 
said network is a pubUc network. 

58. A data backup and recovery system according to claim 54 and wherein 
both said control information and said at least part of said data communications are 
communicated from said data communication monitors to said at least one storage 
device LOG via said stor^e area network. 
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59. A data backup and recoveiy system according to claim 1 and wherein 
said reconstruction comprises sending said data communications from said at least one 
data recovery storage device to said at least one storage device. 

60. A data backup and recovery system according to claim 1 and wherein 

said reconstruction comprises employing said at least one data backup and recovery 
system as at least one of said at least one server and said at least one storage device. 

61. A data backup and recovery system according to claim 1 and wherein 
said at least one server and said at least one storage device are interconnected via a local 
area network (LAN). 

62. A data backup and recovery system according to claim 1 and wherein 
said at least one server and said at least one storage device are interconnected via a 
storage area network (SAN). 

63. A data backup and recovery system according to claim 1 and wherein 
said at least one storage device is a network attached storage (NAS) device. 

64. A data backup and recovery system according to claim 61 and wherein 
said at least one data communication monitor monitors data communications between 
said at least one server and said at least one storage device over said LAN. 

65. A data backup and recovery system according to claim 62 and wherein 
said at least one data communication monitor monitors data communications between 
said at least one server and said at least one storage device over said SAN. 

66. A data backup and recovery system according to claim 1 and wherein 
said at least one server comprises said at least one data communication monitor. 
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67. A data backup and recovery system according to claim 1 and wherein 
said at least one storage device comprises said at least one data communication monitor. 

68. A data backup and recovery system according to claim 62 and wherein 
said SAN comprises said at least one data communication monitor. 

69. A method for data backup and recovery for use with at least one server 
interconnected with at least one storage device, the method comprising: 

providing at least one data recovery device; 

providing at least one data recovery storage device associated with and 
controlled by said at least one data recovery device; and 

providing at least one data communication monitor operative to perform: 
monitoring the data communication between said at least one server 
and said at least one storage device; 

creating at least control information bearing an order stamp regarding 
said data communications between corresponding ones of said at least one server and 
said at least one storage device; and 

sending said monitored data communications and said control 
information to said at least one data recovery device, 

said at least one data recovery device responding to said at least said 
control information in a manner which enables reconstruction of a representation of said 
data communications at a given earlier time but not requiring that said sending said 
monitored data communications and said control information to said at least one data 
recovery device be in a given order or stored on said at least one data recovery storage 
device in a given order. 

70. A method for data backup and recovery according to claim 69 and 
wherein said data commimication monitors are provided other than only at said at least 
one storage device. 
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A method for data backup and recovery according to claim 69 and 



wherein said data communication monitors also provide at least part of said data 
commvinications to said at least one data recovery device. 

72. A method for data backup and recovery according to claim 70 and 
wherein said data communication monitors also provide at least part of said data 
commimications to said at least one data recovery device. 

73. A method for data backup and recovery according to claim 69 and 
wherein said at least one data recovery device is operative to receive said at least control 
information and to store data on said at least one data recovery storage device in 
parallel. 

74. A method for data backup and recovery according to claim 69 and 
wherein said data communications comprise data updates. 

75. A method for data backup and recovery according to claim 69 and 
wherein said reconstruction of a representation of said data communications at a given 
earlier time guarantees that if the order stamp of a first update is smaller than the order 
stamp of a second update, the second update is not stored on said at least one data 
recovery storage device unless the first update is stored on said at least one data 
recovery storage device 

76. A method for data backup and recovery according to claim 69 and 
wherein said data commxmication monitors are associated with individual ones of said at 
least one server. 

77. A method for data backup and recovery according to claim 69 and 
wherein said data communication monitors are associated with network elements of a 
storage area network. 



78. 



A method for data backup and recovery according to claim 69 and 



wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via 
a network. 

79. A method for data backup and recovery according to claim 78 and 
wherein said network is a private network. 

80. A method for data backup and recovery according to claim 78 and 
wherein said network is a public network. 

81. A method for data backup and recovery according to claim 69 and 
wherein at least one of said control information and said data commxmications is 
communicated from said data commimication monitors to said data recovery device via 
a storage area network. 

82. A method for data backup and recovery according to claim 69 wherein 
said data communication monitors provide at least part of said data communications to 
said at least one data recovery storage device other than via said at least one data 
recovery device. 

83. A method for data backup and recovery according to claim 69 and also 
comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data 
communications between corresponding ones of said first plurality of servers and said 
plurality of storage devices via said storage area network. 

84. A method for data backup and recovery according to claim 83 and 
wherein said data communication monitors also store at least part of said data 
communications to said at least one LOG storage device. 

85. A method for data backup and recovery according to claim 84 and 
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wherein said data communications stored to said at least one LOG storage device 
comprises data updates sent by said first plurality of servers to said second plurality of 
storage devices. 

86. A method for data backup and recovery according to claim 85 such that if 
either said control information or said data communications or both are prematurely 
erased from said at least one data recovery device due to a failure or other event, said at 
least one data recovery device restores either said control information or said data 
communications or both from said at least one storage device LOG. 

87. A method for data backup and recovery according to claim 86 wherein 
said at least one data recovery device resximes its activities with said restored data from 
said at least one storage device LOG. 

88. A method for data backup and recovery according to claim 85 wherein 
said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said 
data to at least one data recovery storage device associated therewith in said time 
ordered maimer. 

89. A method for data backup and recovery according to claim 86 and 
wherein said at least part of said data commvinications is communicated from said data 
commimication monitors to said at least one storage device LOG via a network. 

90. A method for data backup and recovery according to claim 89 and 
wherein said network is a private network. 

9L A method for data backup and recovery according to claim 89 and 

wherein said network is a public network. 
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A method for data backup and recovery according to claim 86 and 



wherein at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via said storage area 
network. 

93. A method for data backup and recovery according to claim 85 wherein 
said at least one data recovery device retrieves both said control information and said at 
least part of said data communications from at least one storage device LOG for the 
purpose of storing said data to at least one data recovery storage device associated 
therewith in said time ordered manner. 

94. A method for data backup and recovery according to claim 93 and 
wherein both said control information and said at least part of said data communications 
are communicated from said data commimication monitors to said at least one storage 
device LOG via a network. 

95. A method for data backup and recovery according to claim 94 and 
wherein said network is a private network. 

96. A method for data backup and recovery according to claim 94 and 
wherein said network is a public network. 

97. A method for data backup and recovery according to claim 93 and 
wherein both said control information and said at least part of said data communications 
are communicated from said data communication monitors to said at least one storage 
device LOG via said storage area network. 

98. A method for data backup and recovery for use with at least one server 
interconnected with at least one storage device, said method comprising: 

providing at least one data recovery device; 

providing at least one data recovery storage device associated with and 
controlled by said at least one data recovery device; 



providing at least one data communication monitor operative to perform: 
monitoring the data communication between said at least one server 
and said at least one storage device; 

creating at least control information bearing m order stamp regarding 
said data communications between corresponding ones of said at least one server and 
said at least one storage device; and 

sending said monitored data communications and said control 
information to said at least one data recovery device, 

receiving said at least control information by said at least one data 
recovery device; and 

storing said data on said at least one data recovery storage device in 
parallel and without requiring that the data be received by said at least one data recovery 
device in a given order. 

99. A method for data backup and recovery according to claim 98 and 
whereiu said data conrnaxmication monitors are located other than only at said at least 
one storage device. 

100. A method for data backup and recovery according to claim 98 and 
wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device. 

101. A method for data backup and recovery according to claim 99 and 
wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device. 

102. A method for data backup and recovery according to claim 98 and 
wherein said at least one data recovery device is operative to receive said at least 
control information and to store data on said at least one data recovery storage device 
in parallel. 
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103. A method for data backup and recovery according to claim 98 and 
wherein said data communications comprise data updates. 

104. A method for data backup and recovery according to claim 98 and 
wherein said reconstruction of a representation of said data communications at a given 
earlier time guarantees that if the order stamp of a first update is smaller than the order 
stamp of a second update, the second update is not stored on said at least one data 
recovery storage device unless the first update is stored on said at least one data 
recovery storage device. 

105. A method for data backup and recovery according to claim 98 and 
wherein said data communication monitors are associated with individual ones of said at 
least one server. 

106. A method for data backup and recovery according to claim 98 and 
wherein said data communication monitors are associated vsdth network elements of a 
storage area network. 

107. A method for data backup and recovery according to claim 98 and 
wherein at least one of said control information and said data communications is 
communicated ftom said data communication monitors to said data recovery device via 
a network. 

108. A method for data backup and recovery according to claim 107 and 
wherein said network is a private network. 

109. A method for data backup and recovery according to claim 107 and 
wherein said network is a public network. 

110. A method for data backup and recovery according to claim 98 and 
wherein at least one of said control information and said data commxmications is 
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communicated from said data comanunication monitors to said data recovery device via 
a storage area network. 

111. A metiiod for data backup and recovery according to claim 98 wherein 
said data communication monitors provide at least part of said data communications to 
said at least one data recovery storage device other than via said at least one data 
recovery device. 

112. A method for data backup and recovery according to claim 98 and also 
comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data 
communications between corresponding ones of said fnst plurality of servers and said 
plurality of storage devices via said storage area network. 

113. A method for data backup and recovery according to claim 112 and 
wherein said data commxmication monitors also store at least part of said data 
communications to said at least one LOG storage device. 

114. A method for data backup and recovery according to claim 113 and 
wherein said data communications stored to said at least one LOG storage device 
comprises data updates sent by said first plurality of servers to said second plurality of 
storage devices. 

115. A method for data backup and recovery according to claim 114 having 
said at least one storage device LOG such that if either said control information or said 
data communications or both are prematurely erased from said at least one data 
recovery device due to a failure or other event, said at least one data recovery device 
restores either said control information or said data commxmications or both from said at 
least one storage device LOG. 
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A method for data backup and recovery according to claim 115 wherein 



said at least one data recovery device resumes its activities with said restored data from 
said at least one storage device LOG. 



117. A method for data backup and recovery according to claim 114 wherein 
said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said 
data to at least one data recovery storage device associated therewith in said time 
ordered maimer. 

118. A method for data backup and recovery according to claim 115 and 
wherein said at least part of said data communications is commimicated from said data 
commimication monitors to said at least one storage device LOG via a network. 

o 

P 119. A method for data backup and recovery according to claim 118 and 

Q wherein said network is a private network. 

m 

K 120. A method for data backup and recovery according to claim 118 and 

p wherein said network is a public network . 

\ti 

J, 121. A method for data backup and recovery according to claim 115 and 

^ wherein at least part of said data communications is communicated from said data 

commvmication monitors to said at least one storage device LOG via said storage area 

network. 

122. A method for data backup and recovery according to claim 1 14 wherein 
said at least one data recovery device retrieves both said control information and said at 
least part of said data communications from at least one storage device LOG for the 
purpose of storing said data to at least one data recovery storage device associated 
therewith in said time ordered manner. 

123. A method for data backup and recovery according to claim 122 and 
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wherein both said control information and said at least part of said data communications 
are communicated from said data communication monitors to said at least one storage 
device LOG via a network. 

124. A method for data backup and recovery according to claim 123 and 
wherein said network is a private network. 

125. A method for data backup and recovery according to claim 123 and 
wherein said network is a public network. 

126. A method for data backup and recovery according to claim 122 and 
wherein both said control information and said at least part of said data cormnunications 

p are communicated from said data communication monitors to said at least one storage 

p device LOG via said storage area network. 

J 127. A method for data backup and recovery according to claim 69 and 

W wherein said reconstruction comprises sending said data communications from said at 

n least one data recovery storage device to said at least one storage device. 

P. 

0 ■ 

?|5 128. A method for data backup and recovery according to claim 69 and 

5 wherein said reconstruction comprises employing said at least one data backup and 

recovery system as at least one of said at least one server and said at least one storage 

device. 

129. A method for data backup and recovery according to claim 69 and 
wherein said at least one server and said at least one storage device are interconnected 
via a local area network (LAN). 

130. A method for data backup and recovery according to claim 69 and 
wherein said at least one server and said at least one storage device are interconnected 
via a storage area network (SAN). 
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131. A method for data backup and recovery according to claim 69 and 
wherein said at least one stor^e device is a network attached storage (NAS) device. 

132. A method for data backup and recovery according to claim 129 and 
wherein said at least one data communication monitor monitors data communications 
between said at least one server and said at least one storage device over said LAN. 

133. A method for data backup and recovery according to claim 130 and 
wherein said at least one data communication monitor monitors data communications 
between said at least one server and said at least one storage device over said SAN. 

p 134. A method for data backup and recovery according to claim 69 and 

^ wherein said at least one server comprises said at least one data communication 

B monitor. 

ffi 135. A method for data backup and recovery according to claim 69 and 

p wherein said at least one storage device comprises said at least one data communication 

g monitor. 

s 

136. A method for data backup and recovery according to claim 130 and 

wherein said SAN comprises said at least one data communication monitor. 
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